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YctaHoBka Apache HTTP Server B Ubuntu
22.04

BBepeHue

Apache HTTP Server siBnsieTcs Hambosiee LNMPOKO NUCNOJb3yeMbiM Beb-cepBepoM B Mupe. OH
npefocTaBfsieT MHOXECTBO MOLLHbIX (DYHKLWI, BKIOYaA ANHAMUYECKN 3arpy>Xaemble Moayun,
HaOEeXHY0 NOAAEPXKKY MynbTUMeama U 0BLLNPHYIO NHTErpaunio ¢ 4pyruM NonynspHbIM
nporpamMmMHbIM obecnevyeHmnem.

B 3TOM pykoBOACTBE Mbl NpocaeaunM, Kak ycTaHoBuTb Apache HTTP Server Ha cepsep Ubuntu 22.04.

MoAKN0YMMCS K HalleMy cepBepy Yepes nporpammy PUTTY, BBeAEM NOrUH YKa3aHHbIA Npu
yCTaHOBKE Hallero cepsepa v napoJib.
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Mpexae YyeM NpUCTynnTb K paboTe C 3TUM PYKOBOACTBOM, Ha BalleM cepBepe A0JKeH BbITb
HaCTpoeH 00bIYHbIN NoNb30BaTeNb 6e3 NosIHOMOo4MI root ¢ npueunerusmm sudo. Kpome Toro, Bam
Heobxoaumo BKNoYMTb 6a30BbIn BpaHaMay3p 4518 60KMPOBKY HECYLLLeCTBEHHbIX NMOPTOB. Bbl
MOXKeTe y3HaTb, KaK HaCTPOUTb YHETHYI0 3anncCb 0BbIYHOr0 MNOIb30BaTENA U HAaCTPOMTL bBpaHaMay3p
[O15 Ballero cepeepa, cieaya Hawemy pyKoBOACTBY NO Ha4aslbHOM HacTponke cepsepa ana Ubuntu
20.04 .

Ecnn y Bac eCTb AOCTYMNHas y4eTHas 3anncb, ANS Havyasla BOMANTE B CUCTEMY Kak Monb3oBaTesb be3
MnoJiHOMOYMI root.

YctaHoBKa Apache

Apache gocTyneH B peno3nTopusix nporpaMmmHoro obecneyeHmns Ubuntu no ymonyaHuio, 4To
Mo3BOJSIIET YCTAHOBUTb €ro C NMOMOLLbI 0ObIYHbIX MHCTPYMEHTOB YNPABAEHUS NAaKeTaMu,

HayHeM c 0bHOBNEHNS NOKaNbHOr0 MHAEKCA NAaKeToB, YTOObI 0TpPa3nTb nocnegHNeE N3MeEHEHNA
NCXoaQHOro Koaa:

sudo apt update

YcTaHOBUM HenocpeAcTBeHHO caM nakeT Apache HTTP Server

sudo apt install apache2
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Mocne nogTBepxAeHNsa ycTaHoBKYK apt install
Do you want to continue? [Y/n] **Y*x*

byneT ycTaHoBneH Apache n Bce HeobXxoAUMbIE 3aBUCUMOCTN.

HacTtpomnka dbpanamayspa

Mepen TecTmpoBaHueM Apache Heo6x0AUMO U3MEHUTbL HACTPONKKM BpaHaMay3pa, 4Tobbl pa3pewmnTb
BHELUHWI A0CTYN K Beb-nopTam no ymon4yaHwuio. Mpeanonaras, 4To Bbl CNeL0BaMN MHCTPYKLUAM,
yKa3aHHbIM B npeABapuTesibHbIX TpeboBaHMAX, y BaC fLo/mkeH OblTb HacTpoeH bpaHamaysp UFW,
OrpaHUYMBalOLLNA OOCTYN K BalleMy cepBepy.

Bo Bpems ycTtaHoBKM Apache peructpupyetca B UFW, 4Tobbl NpeaoCcTaBuTb HECKOJIbLKO Npodunnei
NPUIOXXEHWNA, KOTOPbIE MOXKHO MCMO0JIb30BaTb A5 BKOYEHUSA UK OTKYeHUs 4ocTyna K Apache
yepes bpaHamayap.

Mepeyuncnute ufw npodunu npunoxeHuni, Habpas:

sudo ufw app list

Kak BUOHO 13 pe3ynbTaToB, 419 Apache fOCTYMNHbI TPU NPOPUNS:

e Apache : 3TOT nponb OTKpPbIBAET TOAbKO NOPT 80 (06bI4HbIN HE3aLWNDPOBAHHbLIN BED-
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Tpauk).

e Apache Full : 3T0T npocdunb oTKpbIBaeT Kak nopT 80 (06bIYHbLIN He3alMGPOBaHHbIN BED-
Tpaduk), Tak 1 nopT 443 (3awmdpoBaHHbIN Tpaduk TLS/SSL).

e Apache Secure : 3TOT Npounab OTKPbIBAET TONbKO NOPT 443 (Tpaduk ¢ WngpposaHnem
TLS/SSL).

PeKoMeHAyeTCst BKJIIOUYUTb Hanbosiee orpaHnynTesbHbIA NPOGWb, KOTOPbIV No-NpexHemy byaeT
paspeLwaTb HaCTPOEHHbIN BaMun TpadrK. MOCKOSIbKY B 3TOM PYKOBOACTBE Mbl €LLEe He HacTpoman SSL
IS HaLLlero cepBepa, HaM HY)KHO OyaeT paspeLwmnTb Tpadpuk ToNbKo Yepes nopT 80:

sudo ufw allow 'Apache'’

MpaBuna 06HOBNIEHbI 1 Bbl MOXKETE NPOBEPUTL N3MEHEHME, HabpaB:
sudo ufw status
B pe3ynbTaTe, Nnpu BKAOYEHHOM BpaHaMayape, byneT npeaocTaB/ieH CNNCOK pa3pelleHHoro HTTP-

TpadvKa C yBeOMIEHNEM 3anuch «Status: active» n Mbl cMeno nepexoaum K rnase MpoBepka
Bawlero Beb-cepBepa

BkniovyeHue bpaHpgmayspa UFW B Ubuntu

Kak To/IbKO Mbl 0B6HapyXuM, 4To BpaHamMayap He akTUBEH, NpoBepuM, fobaBieHbl I K HEMY KaKue-
nnbo npasuna. 3Ta KoMaHAa bynet paboTaTb, faxke ecnan BpaHaMay3p HeaKTUBEH.

sudo ufw show added
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Mposepum Npasuia 1 ybeammcs, 4To ecam Mbl BKIKOYUM BpaHaMayap, C HalmM cepBepoMm Bce byaeT
B nopsaake. A 3aTem BKJIOYUM BpaHAMay3p C NOATBEPXKAEHNEM HALLMX OeACTBUN Knasuwen Y.

sudo ufw enable

CHoBa npoBepuM cTaTyc bpaHamayspa UFW paHee nCNoJ/ib30BaHHOW KOMaHAO0M:

sudo ufw status

BpaHaMayap yCcnewHo akTUBMPOBaH.

MpoBepka Bawero sed-cepsepa

Haww Beb-cepBep yxe fosmkeH bbiTb YCTaHOBJIEH M 3anyLleH. MNposepum systemd cnctemy
NHULManu3aumm, 4Tobbl ybeantbcs, 4to cnyxxba paboTtaeT, Habpas:

sudo systemctl status apache2

Kak noaTeBep)XXAaeT 3TOT BbIBOA, CyXba 3anyuieHa ycnewHo. OgHako nyywunin cnocob npoBepuTh
3TO — 3anpoCuTb CTpaHuLy y Apache.

Bbl MOXXeTe noNy4nTb AOCTYN K LEeNeBoi cTpaHuue Apache no ymonyanuto, 4tobbl ybeantbcs, 4To
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nporpammHoe obecnevyeHmne paboTaeT npaBubLHO Yepes Baw IP-agpec. Ecnm Bbl He 3HaeTe IP-agpec
BaLLIEro cepeepa, Bbl MOXKETE MOYYNUTb €ro HECKOJbKUMKU crnocobamMm 13 KOMaHOHOW CTPOKW.

MonpobynTe BBECTU 3TO B KOMaHAHOW CTPOKE BaLLEro cepeepa:

hostname -I

Ipyron BapmaHT — UCNO0JIb30BaTb MHCTPYMEHT Icanhazip, KOTOPbLIN AOKEH NPefoCTaBUTb BaM Balll
obenocTynHbIn IP-agpec, NPOYUTaHHbIN U3 Apyroro mecTta B IHTepHeTe:

curl -4 icanhazip.com

Korpa y Bac ecTb IP-afipec Ballero cepsepa, BBEMTE €ro B aflpecHyto CTpoKy Bpay3epa (y MeHs 370
192.168.1.145):

http://192.168.1.145
Bbl Bo/mKHbI yBUAEeTb Beb-cTpaHmuy Apache Ubuntu 22.04 no ymonyaHuio:

v @ Apache? Ubuntu Default Page: X ar = O X

< (& A He saumuweno  192.168.1.145 By ME © B o a @

-9
L)

Ubuntu ==

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var /e /html/index. html)
before continuing to operate your HTTP server.

Apache2 Default Page

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the

DTa CTpaHuMLa yYKa3blBaeT Ha To, 4To Apache paboTaeT npaBuibHO. OH Tak)Ke BKJIKDYAaEeT HEKOTOPYHO
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6a30Byt0 MH(OPMaLIMIO 0 BaxKHbIX (harnax Apache 1 pacnosioXXeHMn KaTaloros.

YnpasneHue npoueccom Apache

Tenepsb, Koraa Bal Beb-cepep HaCTpPoeH 1 paboTaeT, faBanTe PaCCMOTPUM HEKOTOPbLIE OCHOBHbIE
KOMaHAbl yrpasJieHMsa C ucnonb3oBaHnem systemctl.

YT0obbl OCTAaHOBUTL Ball Beb-cepBep, BBEAUTE:

sudo systemctl stop apache2

YT106bI 3anycTUTh Beb-CepBeEp, KOraa OH OCTAHOB/EH, BBEOAUTE:

sudo systemctl start apache2

YT10ob6blI Nepe3anycTuTb Beb-cepBep, Koraa 3To Heobxoanmo, BBeAnNTE:
sudo systemctl restart apache2

Ecan Bbl MPOCTO BHOCUTE M3MEHeHWs B KOHUIypauuto, Apache 4acTo MOXeT nepesarpysuTbCs, He
pa3pbiBas coeguHeHns. 118 3TOro UCMOob3yiTe 3Ty KOMaHy:

sudo systemctl reload apache2

Mo ymonyaHuio Apache HacTpoeH Ha aBTOMATUYECKUI 3aMyCcK Npw 3arpy3ke cepsepa. Ecim 3To He
TO, YTO BaM HYXXHO, OTKJ/IOYMTE 3TO NoBeaeHne, Habpas:

sudo systemctl disable apache2
YT106bI CHOBa BK/OYNTbL 3anyCK CNy>XObl Npu 3arpy3Ke, BBEAUTE:
sudo systemctl enable apache2

Tenepb Apache fomkeH 3anyckaTbCs aBTOMAaTUYECKU NPy NMOBTOPHOI 3arpy3ske cepsepa.

HacTpounka BUPTYanbHbIX XOCTOB (peKoMeHAayeTcA)

Mpwn ncnonb3oBaHun Beb-cepsepa Apache Bbl MOXXeTe UCNOJIb30BaTh BUPTYasibHble XOCTbI
(aHanorun4Ho cepsepHbIM H10kaM B Nginx) Ans UHKaNCynaumm getanen KoHpurypauum un
pa3mMelleHns bonee o4HOro JOMEHa Ha 0AHOM cepBepe. Mbl CO34aAUM AOMEH MOA Ha3BaHWEM
your_domain, Ho BaM c/iefyeT 3aMeHUTb ero CBOMM COOCTBEHHbIM JOMEHHbIM UMEHEM.

B Apache B Ubuntu 22.04 no ymon4aHuio BKOYEH OAWH CEPBEPHBIA 610K, KOTOPLIN HACTPOEH As
obcnyxnBaHua gokymeHToB 13 /var/www/html katanora. Xots 370 xopowo paboTaeT ans 04HOro
CanTa, 3TO MOXeT CTaTb FPOMO3JKMNM, eCJIN Bbl pa3MeLLaeTe HECKOIbKO CanToB. BMecTo nsmeHeHus
/var/www/html, naBante co3faanm CTPYKTYpy KaTasioros /var/www ans canTa your_domain,
ocTasuB ee /var/www/html B kKayecTBe KaTanora no ymos4aHuio, KotTopblin byaeT obCnyxmnsaTbCs,
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€CJ1N 3aMnpocC KJINeEHTa HE COOTBETCTBYET HUKAKNUM APYTrnm canTam.

Co3pante kaTanor gna your domain cnegyrowunm obpasom:

sudo mkdir /var/www/your domain

3aTeM Ha3HaybTe Bflagesbla kaTanora ¢ nomollbio $USER nepeMeHHon cpefpbi:
sudo chown -R $USER:$USER /var/www/your domain

Pa3pelueHmns Bawmnx Beb-KopHen 0o KHbI ObiTb MPaBUAbHLIMK, €CAN Bbl HE U3MEHWIN 3HAYEHME
umask, KoTopoe yCTaHaB/IMBAET pa3peLlleHns ana anaos no ymoadaHmio. Ytobel ybeantbcs, 4To
BalUW pa3peLleHns BEPHbI 1 pa3pellnTb BNafeNbLy YMTaTb, 3aMncbiBaTb W BbIMOJHATL (alibl,
OLHOBPEMEHHO NPeoCTaBAsAA Pa3peLleHNs TONbKO Ha YTEHME 1 BbIMOJIHEHWE TpynnamM u apyrum
NNLAM, Bbl MOXXETE BBECTU CNEAYIOLLYI0 KOMaHay:

sudo chmod -R 755 /var/www/your_domain 3aTem co3ganTe obpasey index.htmlcTpaHuupl,
NCNoJb3ys nanoBall NbuMbIN pegakTop:

sudo nano /var/www/your_domain/index.html BHyTpn nobasbTe cnegytowun obpaser, HTML:

/var/www/Baw_pnomeH/index.html Welcome to Your_domain!

Success! The your domain virtual host is
working!

CoxpaHuTe 1 3aKpoinTe aiin, Korfa 3aKoH4YuTe.

Y1061 Apache mor 0bCyXMBaTb 3TOT KOHTEHT, HE06X0AMMO CO34aTb (haln BUPTYasIbHOro XocTa C
NPaBWIbHLIMU AUPEKTMBaMUK. BMecTo Toro, 4Tobbl M3MeHATb (haln KOHUIypaLum nNo yMoI4aHuIo,
pacnonoxeHHbIn Nno /etc/apache2/sites-available/000-default.confagpecy, naBanTe co3gainM HOBbIN
no agpecy :/etc/apache2/sites-available/your_domain.conf

sudo nano /etc/apache2/sites-available/your_domain.conf BcTaBbTe cnenyrowmin 610K
KOH(MrypaLmm, KOTOpbIN aHanornyeH 610Ky no ymon4yaHuoo, Ho 06HOBNEH AN19 HALLEro HOBOMO
KaTasiora u UMeHu LOMeHa:

/etc/apache2/sites-available/saw_pomeH.conf <VirtualHost *:80>

ServerAdmin webmaster@localhost

ServerName your domain

ServerAlias www.your domain

DocumentRoot /var/www/your domain

ErrorLog ${APACHE LOG DIR}/error.log

CustomLog ${APACHE LOG DIR}/access.log combined

</VirtualHost> ObpaTuTe BHMUMaHMe, 4TO Mbl 06HOBUAN DocumentRootHall HOBbIV KaTasor v
ServerAdminagpec 3/1eKTPOHHOWN NOYTbl, K KOTOPOMY MOXET NOJy4YUTb AOCTYN aAMUHUCTPATOP
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caviTa your_domain . Mbl Takxxe fnobaBuam ase aupekTuBbl: ServerName, KOTopas yCTaHaBIMBaeT
6a30BbIi JOMEH, KOTOPbIA AOJKEH COOTBETCTBOBATb 3TOMY ONpeAesIeHNI0 BUPTYalbHOIr0 X0CTa, 1
ServerAlias, koTopasi onpeaenseT AONOJHUTENbHbIE UMEHA, KOTOPbIE A0/KHbI COBMaAaTh, Kak ecn
6bl OHY BblIM 6230BLIM UMEHEM.

CoxpaHuTe 1 3aKponTe hans, Koraa 3akoH4UTe.

llaBanTe akTMBUPYEM (haln C NOMOLLbIO a2ensiteMHCTPYMeHTa:

sudo a2ensite your_domain.conf OTksil04MTE CanT No ymonyaHuio, onpeaeneHHblin B 000-default.conf:
sudo a2dissite 000-default.conf Janee nposepunm Hanu4yme owNbOK KOHGpUrypaumm:

sudo apache2ctl configtest Bbl LOKHbI NONYYUTb CeaYOWNIA BbIBOA:

Output Syntax OK Mepe3anyctute Apache, 4Tobbl N3MEHEHMA BCTYNUAN B CUAY:

sudo systemctl restart apache2 Tenepb Apache posmxeH obcnyxnBaTb Balle JOMEHHOE NMS. Bbl
MOXXeTe NpoBepuTb 3TO, Nepenas K, rae Bbl fO0/KHbI YBUAETH YTO-TO BpoLe
sToro:http://your_domain

MpuMep BUPTyanbHOro xocTta Apache

Lar 6. 3HaKOMCTBO C BaXHbIMK harnaMm 1 katanoramm Apache Tenepb, Korga Bbl 3HaeTe, Kak
ynpasnaTb camon cnyxbom Apache, Bam cneflyeT noTpaTuTb HECKOIbKO MUHYT Ha O3HAKOMJIEHME C
HECKONbKMMM Ba)KHbIMK KaTanoramm un annamu.

CopepxaHue /var/www/html: ®akTu4yecknit Be6-KOHTEHT, KOTOPbIA M0 YMOAYAHUIO COCTOUT TOSIbKO
13 CTpaHuubl Apache No yMOn4aHuio, KOTOPYIO Bbl BULEN paHee, 06CyKMBaeTCa U3 KaTanora
/var/www/html. 3T0 MOXXHO U3MEHUTb, N3MEeHNB (hannbl KOHGUrypaumm Apache. KoHgurypauuns
cepsepa /etc/apache2: kaTanor KoHurypauum Apache. 3aecb Haxo4ATCA BCe (paiibl KOHPUrypaLmm
Apache. /etc/apache2/apache2.conf: ocHoBHOWM thann KoHDUrypauum Apache. 3To MOXKHO U3MEHUTD,
4TOObI BHECTW M3MEHeHMA B rNobanbHy0 KOHDUrypaunto Apache. 3101 hann oTBEYaeT 3a 3arpy3ky
MHOMMX ApYrux hannos B KaTasiore KoOHurypauuu. /etc/apache2/ports.conf: 3ToT hann onpegenser
nopThl, KOTopble ByaeT npocnywmeaTe Apache. Mo ymonyaHuio Apache npocnywimsaeT nopt 80 u
LLONOJIHUTESIbHO NPOC/yLWmMBaeT nopT 443, Korfa BKAOYEH MOAY b, 06ecneynsaoLMin BO3MOXXHOCTH
SSL. /etc/apache2/sites-available/: kaTanor, B KOTOPOM MOryT XPaHUTLCA BUPTYyasibHble XOCTbI A4
Ka)kgoro canta. Apache He byaeT ncnonb3oBaTb aisibl KOHGUIypPaLUK, HAXOAALMNECS B 3TOM
KaTasiore, eCnn OHW He CBA3aHbl C 3TUM sites-enabledkaTanorom. O6bI4HO BCA KOHGUrypauna 61okos
cepBepa BbINOHAETCS B 3TOM KaTaslore, a 3aTeM BKJIK0YaeTCa NyTEeM CBA3bIBAHUSA C APYrUM
KaTasloroM C NoMOLLblO KOMaHAbl a2ensite. /etc/apache2/sites-enabled/: kaTanor, B KOTOPOM
XPaHATCH BKJIOYEHHble BUPTYaslbHble XOCTbl AN KaXXA0ro canTa. ObbIMHO OHU CO34al0TCA NyTeM
CCbIJIKK Ha hannbl KOHUrypaumum, Haxoasawmecs B sites-availablekatanore ¢ pacwmpeHnem
a2ensite. Apache cynTbiBaeT (haisibl KOHPUIypaLnm n CCblIKK, HaNLEeHHbIE B 3TOM KaTasore, npu
3anycke wan nepesarpyske oag KOMNUAALMKM NOAHON KOHPUrypauun. /etc/apache2/conf-available/,
/etc/apache2/conf-enabled/: 9Tn KaTanorn nMeT Ty Xe CBA3b, YTO U KaTanoru sites-availablen sites-
enabled, HO NCMONB3YIOTCA AN1A XPaHEHUS (PparMeHTOB KOHUIypaumumn, KOTopble He NpuHaanexaT
BMPTYyanbHOMY XocTy. ®ainnbl B conf-availablekaTanore MoXXHO BKOYMUTH C MOMOLLLIO
a2enconfkomaHbl U OTKJOYMTL C NoMoLLblo a2disconfkomaHasbl. /etc/apache2/mods-available/,
/etc/apache2/mods-enabled/: 3T KaTanorn cogep>aT AOCTYMHbIE N BKJIKOYEHHbIE MOAY N
CoO0TBETCTBEHHO. ®aisibl, 3aKaH4YMBatoLWmecs Ha, .loadcogepxaT parMeHTbl 4118 3arpy3Ku
onpeneneHHblX Moaysen, a hannbl, 3aKaH4YMBaoLWMeECa Ha, .confcogepXaT KOHGUIypaumto 3TUx
mMoaynen. Moaysiv MOXXHO BKJIIOYATb 1 OTK/OYaThb C MOMOLLbIO KOMaHAbl a2enmodu a2dismod.
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XypHanbl cepBepa

 /var/log/apache2/access.log: no ymon4yaHuio Kaxblil 3anpoc K Ballemy Beb-cepsepy
3anucbiBaeTCs B 3TOT haln XXypHana, ecim Apache He HaCTPOEH Ha MHoe.

 /var/log/apache2/error.log: 1o ymMmon4aHuio BCce OWNOKM 3annCbIBaOTCA B 3TOT ai.
InpekTnea LogLevel B KoHurypauumn Apache onpenenseT, HaCKObKO NoapobHo byayT
copepXXaTbCs XYpHasbl OWNBOK.

3aKJilo4yeHue

Tenepb, Koraa y Bac ycTaHoBeH Beb-cepBep, Y BaC eCTb MHOXXECTBO BAPWAHTOB TUMA KOHTEHTA,
KOTOPbIA Bbl MOXXeTe 006C1y)KNBaTb, U TEXHOJIOTUIA, KOTOPbIE Bbl MOXXETE MCMOJIb30BaTh A1
co3faHus bonee boraTtoro onbITa.
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