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YctaHoBka Apache HTTP Server B Ubuntu
22.04

BBepeHue

Apache HTTP Server siBnsieTcs Hambosiee LNMPOKO NUCNOJb3yeMbiM Beb-cepBepoM B Mupe. OH
npefocTaBfsieT MHOXECTBO MOLLHbIX (DYHKLWI, BKIOYaA ANHAMUYECKN 3arpy>Xaemble Moayun,
HaOEeXHY0 NOAAEPXKKY MynbTUMeama U 0BLLNPHYIO NHTErpaunio ¢ 4pyruM NonynspHbIM
nporpamMmMHbIM obecnevyeHmnem.

B 3TOM pykoBOACTBE Mbl NpocaeaunM, Kak ycTaHoBuTb Apache HTTP Server Ha cepsep Ubuntu 22.04.

MoAKN0YMMCS K HalleMy cepBepy Yepes nporpammy PUTTY, BBeAEM NOrUH YKa3aHHbIA Npu
yCTaHOBKE Hallero cepsepa v napoJib.
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Mpexae YyeM NpUCTynnTb K paboTe C 3TUM PYKOBOACTBOM, Ha BalleM cepBepe A0JKeH BbITb
HaCTpoeH 00bIYHbIN NoNb30BaTeNb 6e3 NosIHOMOo4MI root ¢ npueunerusmm sudo. Kpome Toro, Bam
Heobxoaumo BKNoYMTb 6a30BbIn BpaHaMay3p 4518 60KMPOBKY HECYLLLeCTBEHHbIX NMOPTOB. Bbl
MOXKeTe y3HaTb, KaK HaCTPOUTb YHETHYI0 3anncCb 0BbIYHOr0 MNOIb30BaTENA U HAaCTPOMTL bBpaHaMay3p
[O15 Ballero cepeepa, cieaya Hawemy pyKoBOACTBY NO Ha4aslbHOM HacTponke cepsepa ana Ubuntu
20.04 .

Ecnn y Bac eCTb AOCTYMNHas y4eTHas 3anncb, ANS Havyasla BOMANTE B CUCTEMY Kak Monb3oBaTesb be3
MnoJiHOMOYMI root.

YctaHoBKa Apache

Apache gocTyneH B peno3nTopusix nporpaMmmHoro obecneyeHmns Ubuntu no ymonyaHuio, 4To
Mo3BOJSIIET YCTAHOBUTb €ro C NMOMOLLbI 0ObIYHbIX MHCTPYMEHTOB YNPABAEHUS NAaKeTaMu,

HayHeM c 0bHOBNEHNS NOKaNbHOr0 MHAEKCA NAaKeToB, YTOObI 0TpPa3nTb nocnegHNeE N3MeEHEHNA
NCXoaQHOro Koaa:

sudo apt update

YcTaHOBUM HenocpeAcTBeHHO caM nakeT Apache HTTP Server

sudo apt install apache2
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Mocne nogTBepxAeHNsa ycTaHoBKYK apt install
Do you want to continue? [Y/n] **Y*x*

byneT ycTaHoBneH Apache n Bce HeobXxoAUMbIE 3aBUCUMOCTN.

HacTtpomnka dbpanamayspa

Mepen TecTmpoBaHueM Apache Heo6x0AUMO U3MEHUTbL HACTPONKKM BpaHaMay3pa, 4Tobbl pa3pewmnTb
BHELUHWI A0CTYN K Beb-nopTam no ymon4yaHwuio. Mpeanonaras, 4To Bbl CNeL0BaMN MHCTPYKLUAM,
yKa3aHHbIM B npeABapuTesibHbIX TpeboBaHMAX, y BaC fLo/mkeH OblTb HacTpoeH bpaHamaysp UFW,
OrpaHUYMBalOLLNA OOCTYN K BalleMy cepBepy.

Bo Bpems ycTtaHoBKM Apache peructpupyetca B UFW, 4Tobbl NpeaoCcTaBuTb HECKOJIbLKO Npodunnei
NPUIOXXEHWNA, KOTOPbIE MOXKHO MCMO0JIb30BaTb A5 BKOYEHUSA UK OTKYeHUs 4ocTyna K Apache
yepes bpaHamayap.

Mepeyuncnute ufw npodunu npunoxeHuni, Habpas:

sudo ufw app list

Kak BUOHO 13 pe3ynbTaToB, 419 Apache fOCTYMNHbI TPU NPOPUNS:

e Apache : 3TOT nponb OTKpPbIBAET TOAbKO NOPT 80 (06bI4HbIN HE3aLWNDPOBAHHbLIN BED-
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Tpauk).

e Apache Full : 3T0T npocdunb oTKpbIBaeT Kak nopT 80 (06bIYHbLIN He3alMGPOBaHHbIN BED-
Tpaduk), Tak 1 nopT 443 (3awmdpoBaHHbIN Tpaduk TLS/SSL).

e Apache Secure : 3TOT Npounab OTKPbIBAET TONbKO NOPT 443 (Tpaduk ¢ WngpposaHnem
TLS/SSL).

PeKoMeHAyeTCst BKJIIOUYUTb Hanbosiee orpaHnynTesbHbIA NPOGWb, KOTOPbIV No-NpexHemy byaeT
paspeLwaTb HaCTPOEHHbIN BaMun TpadrK. MOCKOSIbKY B 3TOM PYKOBOACTBE Mbl €LLEe He HacTpoman SSL
IS HaLLlero cepBepa, HaM HY)KHO OyaeT paspeLwmnTb Tpadpuk ToNbKo Yepes nopT 80:

sudo ufw allow 'Apache'’

MpaBuna 06HOBNIEHbI 1 Bbl MOXKETE NPOBEPUTL N3MEHEHME, HabpaB:
sudo ufw status
B pe3ynbTaTe, Nnpu BKAOYEHHOM BpaHaMayape, byneT npeaocTaB/ieH CNNCOK pa3pelleHHoro HTTP-

TpadvKa C yBeOMIEHNEM 3anuch «Status: active» n Mbl cMeno nepexoaum K rnase MpoBepka
Bawlero Beb-cepBepa

BkniovyeHue bpaHpgmayspa UFW B Ubuntu

Kak To/IbKO Mbl 0B6HapyXuM, 4To BpaHamMayap He akTUBEH, NpoBepuM, fobaBieHbl I K HEMY KaKue-
nnbo npasuna. 3Ta KoMaHAa bynet paboTaTb, faxke ecnan BpaHaMay3p HeaKTUBEH.

sudo ufw show added
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Mposepum Npasuia 1 ybeammcs, 4To ecam Mbl BKIKOYUM BpaHaMayap, C HalmM cepBepoMm Bce byaeT
B nopsaake. A 3aTem BKJIOYUM BpaHAMay3p C NOATBEPXKAEHNEM HALLMX OeACTBUN Knasuwen Y.

sudo ufw enable

CHoBa npoBepuM cTaTyc bpaHamayspa UFW paHee nCNoJ/ib30BaHHOW KOMaHAO0M:

sudo ufw status

BpaHaMayap yCcnewHo akTUBMPOBaH.

MpoBepka Bawero sed-cepsepa

Haww Beb-cepBep yxe fosmkeH bbiTb YCTaHOBJIEH M 3anyLleH. MNposepum systemd cnctemy
NHULManu3aumm, 4Tobbl ybeantbcs, 4to cnyxxba paboTtaeT, Habpas:

sudo systemctl status apache2
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