2026/05/06 19:17 1/4 Apache HTTP Server

Apache HTTP Server

Apache HTTP-cepBep (B MpOHMYeCKomn
TPaKTOBKE ABNSETCA NCKAXXEHHbLIM

COKpalleHneM OT aHr. a patchy server;
cpenun pycckux nonb3oBaTtenen
o6LLenpuHATO NepeBoAHOE anay) —

HTTP SERVER PROJECT®00m seo-cepeee.

Apache aBnseTtcs kpoccnnaTdopMeHHbiM M0, nogaepXxmnsBaeT onepaunoHHble cuctemsl Linux, BSD,
macOS, Microsoft Windows, Novell NetWare, BeOS.

OCHOBHbIMW OOCTOMHCTBaMKU Apache cynTalTCA HaQéXHOCTb U TMBKOCTL KOH(Urypauumn. OH
No3BoAsSeT NOAKJOYATb BHELUHME MOAYIN AN NPeAoCTaBNIeHUa OaHHbIX, ucnonb3oBaTb CYBM ans
ayTeHTUduKauum nonb3oBaTtenen, mognduumnposats coobuieHns ob owmnbkax n 1. 4.

ApxuTeKkTypa

fAnpo

Anpo Apache BkoYaeT B cebsi 0CHOBHbIE (hYHKLMOHaIbHblE BO3MOXXHOCTU, Takne Kak obpaboTka
KOH(UIypaunoHHbIX hannos, NpoTokon HTTP 1 cuctema 3arpysku mogynen. 4apo (8 oTanyme ot
MoZynen) NoSIHOCTbIO pa3pabaTteiBaeTcs Apache Software Foundation, 6e3 y4acTna CTOPOHHUX
NpOrpaMMmCTOB.

TeopeTuyeckn sapo apache MoXXeT YHKLMOHNPOBaTbL B YACTOM BMAae, 6e3 ncnonb3oBaHNs Moaynei.
OpHaKo hYHKLMOHANbHOCTb TAaKOro peLleHns KpaiHe orpaHnyeHa.

Anpo Apache NOMHOCTbIO HAaNMCAHO Ha fA3blke NporpammupoBaHms C.
Cucrtema KoHurypauum

Cnctema kKoHurypaumm Apache ocHoBaHa Ha TEKCTOBbIX KOHPUIypaunoHHbIX hannax. UmeeT Tpu
YCJIOBHbIX YPOBHS KOH(UIypaLuu:

e KoHopurypauwns cepsepa (httpd.conf). AnpekTnBbl KOHPUrypauum crpynnmupoBaHbl B Tpy
OCHOBHbIX pa3fena:

o OUPEKTUBbI, ynpasnstoLme npoueccom Apache B Lenom (rnobasibHoe OKpyXXeHue);

o OUPEKTUBLI, ONpenenstowme napaMeTpbl «r1aBHOr0» CepBepa, UK CepBepa «mno
YMOJIHaHUNI0», KOTOPbIA OTBEYAEeT Ha 3anpockl, KOTopble He obpabaTbiBatoTCA
BUPTYaNbHbIMW XOCTaMu (ornpefensoT TakKe YCTaHOBKM MO YMOJIHaHUIO 418 BCeX
OCTaJIbHbIX BUPTYasbHbIX XOCTOB);

o YCTaHOBKW A5 BUPTYasibHbIX XOCTOB, No3BosiAloLWMe obpabaTeiBaTh 3anpockl Web
OOHVM-eJMHCTBEHHbIM cepBepoM Apache, HO HanpaBAATb MO pa3aesibHbIM agpecam IP
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NN UMEHaM XOCTOB.
e KoHourypauus supTyanbHoro xocta (httpd.conf ¢ Bepcum 2.2, extra/httpd-vhosts.conf).
e KoH(mrypaumsa ypoBHs KaTanora (.htaccess).

iImeeT cOBCTBEHHbIN S3bIK KOHGUIYPaLMOHHbLIX (haioB, OCHOBaHHbLIN Ha B0Kax ANPEKTUB.
MpakTnyYeckn BCce napaMeTpbl gapa MOryT ObiTb M3MEHEHbI Yepe3 KOH(UIypaLMOHHbIE (halbl,
BNIOTb 40 yrnpaBaeHus MPM. bonblias 4acTb MOAy/1en MMeeT COBCTBEHHbIE NapaMeTpbl.

YacTb Mmoaynen ncnosibyeT B CBOen paboTe KOHPUIrypaunoHHble daisbl ornepaLmoHHON CUCTEMbI
(Hanpumep /etc/passwd u /etc/hosts).

MoMMMO 3TOro, NapaMeTpbl MOTYT BbITb 3aaHbl Yepes KoY KOMaHLHON CTPOKW.

Cuctema moayneu

Apache HTTP Server nogaep>wunBaeT moaynbHocTh. CyuiecteyeT 6onee 500 moaynen[11],
BbIMOJIHAOLWNX pa3nunyHble PyHKUMK. YacTb N3 HMX pa3pabaTeiBaeTca komaHLon Apache Software
Foundation, HO OCHOBHOE KOJIM4eCTBO — OTAENIbHBIMU Open source-pa3paboTymkamm.

MO)J,yJ'II/I MOryT ObITb KaK BKJIOYEHbI B COCTaB CeEpBEPa B MOMEHT KOMMUNALNKN, TaK N 3arpy>XXeHbl
OVNHaMN4eCcKun, 4epes3 JNPeKTUBbI KOHCpI/IpraLI.I/IOHHOFO (pa|7|na.

B MOAYNAX PEAN3YIOTCA TaKne BELWN, KakK:

e [loafep>Ka A3bIKOB NPOrpaMMMpPOBaHMA.

e [lobaBneHne QyHKLMNA.

e VicnpaBneHune ownbok nam moanukaumns 0CHOBHbIX (OYHKLIUN.
e YcuneHme 6e30nacHOCTY.

YacTb BeO-npunoxxeHuin, HanpuMmep naHenn ynpasnexHusa ISPmanager u VDSmanager peann3oBaHbl B
Buae monyns Apache.

MexaHuU3M BUPTYaJsibHbIX XOCTOB

Apache nmeeT BCTPOEHHbI MeXaHW3M BUPTYasibHbIX XOCTOB. OH NO3BONSET NOJIHOLIEHHO
ob6cnyXnBaTh Ha 0HOM IP-apece MHOXECTBO CaNTOB ([OMEHHbIX UMEH), 0TobpaXkas Ans Kaxaoro
N3 HUX COBCTBEHHOE COLEPXKUMOE.

[Na KaXx4oro BUPTYyasbHOMO XOCTa MOXKHO YKa3aTb COOCTBEHHbIE HACTPOVKMN fsapa U Moaynen,
OrPaHNYMTb AOCTYMN KO BCEMY CAaWTy UM OTAEeNbHbIM hannam. HekoTopble MPM, HanpuMep Apache-
ITK, no3BonsaoT 3anyckaTb npouecc httpd ona KaXx40oro BUPTyasbHOr0 X0CTa C OTAE/bHbIMM
naeHTugKaTopamm uid n guid.

Takxe CylwecTBYOT MO4YM, MO3BONSIOWNE YYNTLIBATb 1 OFrpaHMYmnBaTb pecypcbl cepeepa (CPU,
RAM, TpaumK) 4158 Ka)X40ro BUPTYasbHOro XocTa.
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¢yHKLlMOHaJ1beIe BO3MOXXHOCTH

NHTerpauus c apyrum MO u A3bikaMu NPOrpaMMUPOBaHUSA

CylecTByeT MHOXECTBO Moaynen, gobasnsiowmnx K Apache noaaepxKy pasanyHbIX S3bIKOB
NporpaMMUpPOBaHNS 1 CUCTEM pa3paboTKu.

K HMUM OTHOCATCS:

PHP (mod_php).

Python (mod python, mod wsgi).
Ruby (apache-ruby).

Perl (mod perl).

ASP (apache-asp)[12].

e Tcl (rivet[13])

Kpome Toro, Apache nogaepxusaet MmexaHusmbl CGl n FastCGl, 4To no3BoNSeT UCMONHATD
NporpaMMbl Ha NPaKTUYEeCKN BCex A3blKax NporpamMMmuposBaHus, B Tom Yncne C, C++, Lua, sh, Java.

Bbe3onacHOCTb

Apache nmeeT pa3nunyHbie MexaHn3Mbl obecrneyeHns 6€30MacHOCTU U pa3rpaHMyeHns AocTyna K
JaHHbIM. OCHOBHbIMU ABNSIOTCS:

e OrpaHuyeHne foCcTyna K onpenenéHHbIM KaTanoram unu gannam.

e MexaHW3M aBTOpM3aLunmM Nosb3oBaTenen Ansa OocTyna K Katanory Ha ocHoBe HTTP-
ayTeHTudukaumm (mod_auth_basic) n digest-ayteHTudumkaumm (mod_auth_digest).

e OrpaHuyeHne [OCTyNa K onpenenéHHbIM KaTanoram unm BceMy cepsepy, 0CHOBaHHoe Ha IP-
agpecax nonb3oBaTesien.

e 3anpeT AOCTyNa K onpefesiéHHbIM Tunam anios 419 BCEX UK 4acTu NoSib3oBaTenen,
HanpuMmep 3anpeT A0CTyna K KOH(MrypaunoHHbIM hannam n annam 6a3 gaHHbIX.

e CyLlecTBYIOT MOLY/IN, peanun3yoLline asTopmsaumnio Yyepes CYb nnn PAM.

B HekoTOopbix MPM-Moay 15X NPUCYTCTBYET BO3MOXHOCTb 3anyCka Kaxaoro npouecca Apache,
NCNonb3ys pasnnyHble uid 1 gid C COOTBETCTBYIOWMMN 3TUM MONb30BaATENSAM U rpynnam
nosib3oBaTenen.

Tak)e CyLLecTByeT MeXaHU3M suexec, UCNosb3yemMbli ANs 3anycka ckpunToB U CGI-NpuioxXeHnin ¢
npaBaMn 1 UAEHTUDUKALMOHHBIMU AAHHLIMU MOSIb30BATENS.

Ana peanvsaumy WNQPOBaAHNA SAHHbIX, NepefatoMXCca MeXAy KJIMEHTOM 1 CEPBEPOM,
NCNoJsb3yeTcsa MexaHun3m SSL, peann3oBaHHbIN Yepes bubnnoTeky OpenSSL. 1na yoocToBepeHus
NoOJIMHHOCTY Beb-cepBepa NCNonb3yTca cepTudmkaTsl X.509.

CyLLecTBYIOT BHellHMe cpeacTBa obecneyeHns 6e3onacHoCTu, Hanpumep mod_security.
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dannbl ong 3arpysku

HTTP-cepBep Apache 2.4.58

Ccbinku n lonosHeHun

e O nporpamme
e ObmumanbHbIN CalT NPOrpamMmbl
e YcTaHoBKa Apache 2 Ha Ubuntu Server 22.04apache_http server
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