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NMoNUTUKa OAHOIO M TOro >XKe NPOoOUCX0XAeHus

MonMTMKa 04HOr0 U TOrO XK€ UCTOYHUKA — 3TO KPUTUYECKN Ba)KHbI MexaHn3M 6e3onacHoCTH,
KOTOprVI OrpaHN4YnBaEeT B3aMMoOencrene OOKYMEHTa Un CcueHapu4d, 3arpy>xeHHoro n3 ogHoro
NCTOYHUKa , C PECYPCOM U3 APYroro NCTo4YHnKa.

9T0 nomoraeT U30a1MpoBaTh NOTEHLMNANIbHO BPELOHOCHbIE AOKYMEHTbI, YMEeHbLUAs BO3MOXHbIE
BEKTOpPbl aTak. Hanpumep, OH He N03BONSAET BPeLOHOCHOMY Beb-canTy B IHTepHeTe 3anyckaTh JS B
bpaysepe 015 YTEHUA OAaHHbBIX U3 CTOPOHHEN CNy>Xbbl BEO-MOYTHI (B KOTOPYIO BXOAWUT MOJIb30BaTEb)
WV BHYTPEHHEN CeTM KOMMaHuM (KoTopas 3allmiieHa oT NpsIMOro A0CTyna 3/10yMblLIEHHUKA C
nomoLlblo He nMes nybanyHoro IP-agpeca) v nepefasas 3TU AaHHbIE 3/I0YMbILLNEHHUKY.

OnpepeneHue NPoucxoXxaeHus

NBa URL-afpeca nmeoT 0AMHAKOBOE MPOUCXOXAEHNE, €CNN NPOTOKOJ , NOPT (€CAnN yKa3aH) 1 XoCT
0AMHaKOBbI N5 060MX. Bbl MOXeTe YBUAETL 3TO KakK «KOPTEX CXEMbI/XOCTa/MOpTa» UAK NPocTo
«KOpTex». («kKopTexx» — 3T0 Habop 3/1eMeHTOB, KOTOPblE BMeCTe COCTaBAAT Lesioe — obLias
thopma onsg OBOMHOIr0, TPOMHOIO, YETBEPHOrO, MATEPHOIrO U T. 4.)

B cnepytowien Tabnmue npmeBeneHsl NpuMepbl CpaBHEHNS nponcxoxaeHnsa ¢ URL-agpecom
http://store.company.com/dir/page.html:

URL-appec Ucxop MpuyuHa
http://store.company.com/dir2/other.html To e npoucxoxgeHue |TONbKO NyTb OTJINYAETCSH
http://store.company.com/dir/inner/another.ntml |To »xe nponcxoxaeHve ToJbKO MyTb OTANYAETCH
https://store.company.com/page.html OTka3s Lpyron npoToKon
http://store.company.com:81/dir/page.html OTkas

ObpaTuTe BHMMaHMe, 41O B crneumdukaumm URL ykasaHo, 4TO NponcxoxaeHne annos 3aBUCUT OT
peannsaumm, n HekoTopble Bpay3epbl MOryT pacCMaTpuBaTh Dalisibl B OAHOM M TOM XXe KaTasiore niam
nogKaTaJsiore Kak nMeroLme oNHaKoBOE NMPoMCX0XKLeHMe, faxKe ecsivi 3TO MMeeT NocneacTeua A4
He3onacHoCcTK .

N3meHeHne nponcxoxaeHns MNpeaynpexaeHne. ONMCaHHbIN 34eCb NOAX0A (C MCNOJIb30BaHNEM
document.domainycTaHoBLLMKa) YyCTapen, MOCKOJIbKY OH noapbiBaeT 3awuTy 6e3onacHocTy,
obecneynBaemyto TOM e NOJIMTUKON MPOUCXOXKAEHUNS, N YCIOXKHSAET MOLESb MPOUCXOXAEHNS B
bpay3epax, 4TO NpMBOAMT K NpobaemMam COBMeCTUMOCTHU 1 ownbkam beszonacHoCTW.

CTpaHuLLa MOXET U3MEHUTL CBOE MPONCXOXKAEHNE C HEKOTOPLIMU OrpaHnyeHnaMmn. CLeHapuii MoxeT
yCTaHOBUTb 3HavyeHne document.domainais CBOero TeKyLEro JOMeHa Uin cyrepaoMeHa CBOEro
TekyLlero goMeHa. Ecav ycTaHoOBNEH CynepaoMeH TeKyLLero oMeHa, 6onee KopoTKuin cynepaoMeH
NCMOb3YeTCs ANF NPOBEPOK TOr0 XKe NPONCXOXKAEHUS.

HanpumMep, NpeanonoXxmM, 4To cLeHapun u3 LoKyMmeHTa at
http://store.company.com/dir/other.htmIsbinonHsAeT cneaytowlee:

JS CkonupoBaTb B bydhep obmeHa
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document.domain = «company.com»; locne 3Toro cCTpaHMLUa MOXET NPONTN NPOBEPKY TOro Xe
NPONCXoXAeHnsa ¢ nomoLbto http://company.com/dir/page.htmi(npn ycnosum, 4to
http://company.com/dir/page.htmlgonsa Hee ycTaHoBNeHO document.domain3HayeHue «
company.com», 4Tobbl yKa3aTb, YTO OHa XXeslaeT 3TO pa3peLlnThb - CM.
document.domaingononHuTenbHy nHpopmaumno). OLHaKo Hecompany.com yaanocb yCTaHOBUTL ,
NMOCKOJIbKY 3TO He cynepaomeH .document.domainothercompany.comcompany.com

Homep nopTa npoBepseTca bpaysepom oTaensHo. Jltobow Bbi3oB document.domain, BKOYas
document.domain = document.domain, npuBoANT K Nepe3anncu HoMepa nopta Ha null.
CnepoBaTenbHO, HEBO3MOXXHO MOroBOpMTbL company.com:8080, company.COmTOJIbKO yCTaHOBMB
document.domain = «company.com»nepoe. OH 4o/KeH bbITb yCTaHOBAEH B 060mx, 4TObbI 06a
Homepa nopToB 6bian null.

MexaHu3M UMeeT HeKOTOopble orpaHnyeHns. Hanpumep, oH BbiZacT « SecurityError» DOMException,
€C/IN BKJIIYEH UM OOKYMEHT HaXOA4UTCS B MU30JIMPOBAHHOM NPOrpaMMHON Cpefe , N U3MeHeHne
NCTOYHMKA TakMM 06pa3oM He BIMAET Ha MPOBEPKM NPOUCXOXAEHNS, NCMOJIb3yeMble MHOMMM Beb-
APl (Hanpumep , , , ). bBonee nonHbIM cNncok cny4vaes c60d MOXXHO HanTu B Document.domain >
OTkasbl .document-domain Permissions-
Policy<iframe>localStorageindexedDBBroadcastChannelSharedWorker

MpumeyaHue. Mpn ncnonb3oaHnm document.domaincybgomeHa ans 4OCTyna K CBOEMY
POANTENIbCKOMY 3N1EMEHTY He0bX0AUMO yCTaHOBUTL document.domainoiHO 1 TO Xe 3Ha4YeHMe Kak B
POANTENIbCKOM AOMEHE, Tak U B cyboMeHe. 9T0 HeobX0aAnMo, Aaxke eCcsiv Npu 3TOM POANTENbCKUN
[LOMEH BO3BPALLAETCA K UCXOAHOMY 3Ha4yeHut0. HeBbiNoIHEHNE 3TOro TpeboBaHNs MOXXET NPUBECTU
K owmnbKam pa3peLleHuns.

[oCTyn K CeTn 13 pasHbIX UICTOYHUKOB [M0SINTUKA OLHOI0 M TOrO XXe UCTOYHUKA KOHTPOomMpyeT
B3aUMOLENCTBUE MeXAY ABYMS Pa3HbIMM MCTOMHMKAMW, HanpuMep, Koraa Bbl UCNOJIb3yeTe
XMLHttpRequestnnn <img>3nemMeHT. 3T B3aUMOAENCTBMA 0ObIYHO AENATCA Ha TPU KaTEropuu:

3anncb MeXxay MCTOYHMKaMu 06bI4HO pa3pelleHa. MNpuMepamu ABAAIOTCSA CCbIIKU, MepeHanpaBaeHns
n oTnpaekn opM. HekoTopble HTTP-3anpockl TpebyoT npeasapuTeibHON NpoBepkn . O6bIYHO
[OMyCcKaeTCs BCTpanuBaHme rnepekpecTHoro nponcxoxxgeHus . (Mpumepsl nepeyvncrieHbl Huxe.)
YTeHne 13 nepekpecTHOro NCTOYHUKa 0ObIYHO 3anpeLLeHo, HO A4OCTYN A1 YTEHMS 4YacTo TepseTcs
n3-3a BHeApeHusa. Hanpumep, Bbl MOXKETE NMPoYnTaTb pa3Mepbl BCTPOEHHOM 0 n306parkeHuns,
LeNCTBUS BCTPOEHHOr0 CKPUNTA MM AOCTYMHOCTb BCTPOEHHOM0 pecypca . BOT HeCK0/IbKO NpuMepoB
pecypcoB, KOTOpbIe MOryT BbITb BCTPOEHbI N3 Pa3HbIX MCTOYHUKOB:

JavaScript ¢ <script src=«...»></script>. MoapobHOCTN CUHTAKCMYECKMX ONOOK AOCTYMHbI TONbKO
ANs cLueHapueB Toro e npoucxoxaeHus. CSS npumenseTtca ¢ <link rel=«stylesheet» href=«...»>,
/13-3a cMsAryeHHblx NpaeBun cuHTakcmca CSS ons CSS ¢ nepekpecTHbIM NPonCcxoXxaeHnem TpebyeTtcs
npaBunbHbIN Content-Type3aronoBok. bpay3epbl 610KUPYIOT 3arpy3ky Tabnuubl CTunen, ecnm 3To
3arpysKa u3 pasHbIX UCTOYHMKOB, rae Tun MIME HeBepeH 1 pecypcC He HaYMHAeTCa C AoNyCTUMON
KOHCTpyKLMKM CSS. N306paxeHns, oTobparkaemble <img>. CMU urpatoT <video>un <audio>.
BHelwHme pecypchbl, BCTPOEHHbIE B <object>n <embed>. LLpndTbl, NpUMeHeHHbIe ¢ noMoubio @font-
face. HekoTopble Bpay3epbl 4ONYCKAKT MCMONb30BaHNE LWPUPTOB U3 pasHbIX UCTOYHMKOB, Apyrue
TpebyoT NCnonbL30BaHNS WPUEGTOB OAHOI0 N TOr0 e NPOUCX0XAeHNS. Bce, 4TO BCTPOEHO B
<iframe>. CainTbl MOryT ncnonb3oBaTb X-Frame-Options3aronoBok Ans npenoTepalLleHms ppenmos
N3 pa3HbIX UCTOYHMKOB. Kak paspewnTb 4OCTYN M3 pa3HblX UCTOYHUKOB Mcnonb3ynTte CORS , 4TO6ObLI
pa3pewnTb A0CTYN 13 pa3HblX UCTOYHNKOB. CORS — 3To YacTb HTTP , KOTOpas No3BONSET CepBepam
yKa3blBaTb Jitlobble Apyrue xocCThl, C KOTOPbIX Bpay3ep A0/KEH pa3pellaTh 3arpy3Ky KOHTEHTa.
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Kak 3a610KMpoBaTh AOCTYN U3 pa3HbIX MCTOYHMKOB YTOObI NpeaoTBpaTUTb 3anncb U3 pa3HbIX
NCTOYHNKOB, MPOBEPbTE HEeYraAaHHbIN TOKEH B 3aMpoce, U3BECTHbIN KaK TOKEH MeXCanTOoBOW
noanenku 3anpoca (CSRF) . Bbl A0/KHbI 3aNPeTUTb YTEHME CTPaHWUL, U3 NEPEKPECTHOr0 NCTOYHUKA,
KOTOpbIM TpebyeTcs 3TOT ToKeH. YTobbl NpeaoTBPaTUTL YTEHNE pecypca 13 NepekpecTHOro
NCTOYHUKA, ybeamnTech, YTO OH He ABNAeTCS BCTpanBaeMbiM. YacTo bbiBaeT Heobxoanmo
npefoTBPaTUTL BHeAPEHME, MOCKOJIbKY NpU BHELPEHUN pecypca BCerha npoucxoguT yTeyka
HEKOTOPOW MHOPMaLnn 0 HeM. YTobbl NpeoTBPaTUTL BCTPaMBaHME N3 Pa3HbIX MCTOYHUKOB,
ybeamnTech, 4TO Ball pecypc He MOXXeT BbiTb MHTEPNPETUPOBaH Kak 0ANH N3 BCTPAMBaEMbIX
hopmaToB, NepevyncsieHHbIX Bbile. bpay3epbl MOryT He y4nTbiBaTb Content-Type3aronoBok.
Hanpumep, ecnm Bbl ykaxeTe <script>Ter Ha HTML-gokymeHT, bpay3ep nonbiTaetcs
npoaHanunsnposaTb HTML Kak JavaScript. ECnv Baw pecypc He ABISeTCSA TOYKOM BXOa Ha Ball CaWT,
Bbl TAK)Xe MOXKeTe 1cnosib3oBaTb TokeH CSRF ana npepoTBpalleHns BHegpeHus. JocTtyn K API
CLieHapueB 13 pa3HbIXx MCTOYHUKOB API JavaScript iframe.contentWindow, Takme kak window.parent,
window.open, 1 window.openerno3BonstoT 4OKYMEHTaM HanpsiMyto CCbilaTbCs ApYr Ha gpyra. Koraoa
[Ba JOKYMEHTa MMEIT pa3Hoe MPOUCXOXKLAEHME, 3TN CCbINKK 0becneymBatoT 04€Hb OrPaHNYEHHbIN
poctyn Kk obvekTam Windowm Location, Kak onucaHo B Crefyowmnx AByx pasgenax.

Ons cBA3M MeXAy AOKYMEHTaMW U3 pa3HblX MCTOYHMKOB NCNONb3ynTe window.postMessage.
Cneundukaums: HTML Living Standard § O6beKkTbl NepeKpecTHOro NPONCXoXXaeHuns .
OKHO Pa3pelueH cnefyrowmin 4OCTYN U3 pa3HbIX UCTOYHUKOB K 3TUM WindowCBONCTBaM:

MeTogbl window.blur window.close window.focus window.postMessage ATpubyTbl window.closed
Tonbko 4yTeHue. window.frames Tosibko 4YTeHume. window.length Tonbko 4YTeHne. window.location
Yutan nuwun. window.opener Tonbko 4YTeHue. window.parent Tosnbko 4TeHue. window.self Tonbko
yTeHune. window.top Tonbko 4TeHmne. window.window Tonbko 4YTeHne. HekoTopkle bpay3epbl
pa3peLarnT JoCTyn K 60/blueMy KOIMYeCTBY CBOMCTB, YEM YKa3aHo BblLLe.

PacnosioxeHve Pa3peLleH cieayoLmin [ocTyn K LocationcBOMCTBaM M3 pa3HbIX MCTOYHUKOB:

MeTogabl location.replace ATpubyThl location.href Tonbko 3anunce. HekoTopkle bpay3epbl pa3peLlatoT
LOCTYyN K 60SiblUEMY KONNYECTBY CBOMNCTB, YEM yKa3aHO BhILLE.

J0oCTYN K XpaHWAWLLY AaHHbIX U3 pa3HbIX NCTOYHWKOB [OCTYN K AaHHbIM, XpaHslmMmcs B Bpay3epe,
TaKuM Kak Beb-xpaHunuwe n IndexedDB , pa3fesieH No NCTOYHMKY. KaXKabl UICTOYHUK MosyYaeT
cBOe COOCTBEHHOE 0TAEeNIbHOE XpaHUIuLLe, 1 JavaScript B 04HOM UCTOYHMKE HE MOXKET YMTaTb UK
3anncbiBaTh B XpaHWNLLE, MPUHAANEXaLlee APYroMy NCTOYHNKY.

®annbl cookie MCNONb3YIOT OTAENbHOE ONpefesieHne NponucxoxaeHus. CTpaHmLa MoxeT YCTaHOBUTb
thann cookie pns ceoero cobCTBEHHOro AOMeHa Uan Ntboro poanTeNbCKOro AOMEHa, ecn
POAMTENbCKUIA OOMEH He fBNdeTCa 0bwenocTynHbiM cyddukcom. Firefox u Chrome ucnone3ytot
CNUCOK 06LWwenoCTYNHbIX Cy(PHUKCOB , 4TOOLI ONnpefennTb, ABASETCA 1 LOMEH 06Lef0CTYMHbIM
cydhdurkcoM. Korpa Bbl ycTaHaBAMBaeTe a1 cookie, Bbl MOXKETE OrpaHNyYnTb ero AOCTYMHOCTL C
nomoubto dpsiaros Domain, Path, Securen HttpOnly. Korna Bbl YntaeTe thann cookie, Bbl He MOXXeTe
BUAETb, rae oH bbl ycTaHOBEH. [laxe eCc/iv Bbl UCMNOJIb3yeTe TOJIbKO 6e30nacHble coeMHeHUs
https, ntobon ann cookie, KOTOPLIV Bbl BUANTE, MOT ObITb YCTAHOBJIEH C UCNOJIb30BAHNEM
Hebe3onacHoOro coeanHeHus.
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